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'FiEfiJffl^nfcx >y fctt nlffi&fr Ltfffi 

46iistx, «&©f!W§*ajiM'r3, a*, mn<ommv 

*£IW*E*fflIiiBlciaA LT* y h 7-* I/Hi]tt2i 




if IB 




« IS 



(a) 



(b) 





(c) 



(d) 



(2) 



«fgB¥ 1 1 -7 2 4 1 



[M&K l ] SflMfci^tf ££nfcf^*;l/a >f> 

f*5>*/]/=i >fy7fl^n ^ Atfa-lfCDgB©* 
^l/-f^ y^XxAttycv-T^n*— LTffl 

•rsswciassn ; Mte-r^^^n^xy^ea^ 

3 ] ms mwRt Lr^iEmmmmn 
^nrsa^Li:UTfflii>ac swse i e«<d?*5>*j1/ 

3>f>7fI->XfAo 

«cRra«?a«»Lt uT«*a*n ; tuia^— 

*S*L ; #Ma^®Wa*y##MfB£P^£l« 
EflnfiffifcEAUTffiE^-lffcEtfL : ffflB^Ri«E 

TSi6j££ft ; suffia— tf^fltiIS^P^SE^ilS^e»BU 
E&HMfciHtLTftfllL ; fflKa-tfawe&M«ff 
at>*KlKIE^M«E*Bffi*«*"f*i:ii<«E^I»« 



E4^«om*#©iii^*^is«»5pjffl*ns» it* 

MlSn.— if JfflfflE&ffittSJl't: > * lc tufS^.— 9* ©1t ffi 
*JK5LTiWE^H«<0E«*B*b : ifflE&0flftS9 
-b>^^fluE^giS*^ia«E^HffittfaXLTmfE^ 
— tftcEflJL ; WE»l««EWHB5Ktt-f 

»(5f*n ; ME-r^-^iSftfcttiJE^ 
pf«*?is^Li: LT«»asti ; flufa^.— «wa&E£ 

M«EfaMiSfr6t(}E&0a8*#S L, KlE»B8»*ffl 
«EWIBiB*«»E»BIJ«©BrW#t«:lsjSL : MNEftPNI 

*©*^ttjtraifll *ns, IS*a 9 E«<Dx 
[000 1] 

[0002] 

fcttr t fcfiMBtisww* n > tf a - * T-saa-r s c t 

SlSSUI^a^n- Kfttlf -Sl/Mf V^© t 
C 7 ^ ^ 5 U 19 ^<D<t 3 ^7 ^ a- A 2 

[0003] £C3T\ &mmi«.m%<DTi'f<)imm&. 

Of*- * i: HaMI^*^* ;Wk U fciSfix- ^ i: * 111 
[0 0 0 4] ef*/£<©RLT^57^ay3>f-> > y 



(3) 



#FJ¥ 1 1 -7 2 4 1 



«¥. tax, |g2S*»93gUTfft>Tt>ftK* 

>y©*fttt^fctt<JM*#ffitf *< , mm&x$> 

[0 0 0 5] X-^^-X<D?Uffla{i^tC^Ortg^# 

4oTV\fc#, VjVf-^fVr^XxAfcfe^Ta, C 
n%XT-2^-XikZnxWc^W0)T-2lCim?L 

[0 0 0 6] CKDJcd^^CfeVT, x-^-Xffc 

tafiMc£&RM£&£tt > £tl£X*<Dt£?> ; t<Dtclib<D 
l^lfim Wfc. tax, tsi£SW>2&fyfl3 

[0 0 0 7] C©<fc3ftttiHt«*T, *«W#ttC*l 

6»41$l»¥6 - 4 6 4 1 9§M#PI¥6- 14 10 0 
4 *?&&*ffl*l£l§lill«2i CTSieS-try^Jb^I^oJ 

*, *#B3¥6- 1 3 2 9 1 6#T**©fc«>©8B*«* 

[0 0 0 8] $fc, ftH§¥7 - 2 7 1 8 6 5^Rtf»BB 
¥8-1 8 5 4 4 8^(CfeV^T, f->*?;l/3>f >7© 



[0 0 0 9] WHPF7-2 7 1 8 6 5^C|S«^tl/cy 

(**<fc*3&) , #?. tax. «3£ic 

[0 0 10] Sfc, dcD#ra¥7-2 7 1 8 6 5^t 
-*fr6#t&S*U gflMfgSyn^AlcioTf^ 

Sic, gflMfe37o^Agtt*Hg*§<bU «WC 

SST'Dy^A^tttx-^c^fbRtfii^b^ff 

So 

[ooii] *mmffmm?z&m¥8 - 287014 
mc^xmamsm^tn 3 tcttxox- k. pcmci 

#<kffl«EB»lfflB»«©*K'>Xf : A*«JKl/fco *fc 

[0 0 12] «fHPF8-2 7 2 7 4 5*f (C^TSSt* 

•STiOXyp ?5 A^«x$^/l/B£T'$j&2*©IESft 
C t \t & -oX'tio ->Xf A&&JB Lfc 0 
[0 0 13] #l!¥8-2 8 8 9 4 0#fc43VT, x— 

lff^tyfvyH (vod) yxxASs 

[0 0 14] #^¥8-32 90 1 1 ^tC^T, ftft 

[0015] &ukMWLrc*fm%#m , %Lxi*tz7 ! - 

vvlxz&i x^mt/m\t/-m^{mmm^ 
(Dfcmzfioctic&oxnmztiZo c<w%m$.ffiR 
■cfwmMmit3>z3.—5ntfem?%£tic£ixnm 

[0 0 16] h7-^*«*tTiB«1lMB 
*3»r5«^KttSSffilB±©fc«>tillffl©B&#fk36l«fi 

fens, eai$©fli«S!is*ie#fl:K«t»)i»±-r*j:fc 



(4) 



EpHPF 1 1 -7 2 4 1 



t>\ USP5504818, 5515441 (Cj/g^tl 

t*50> ZKmsicmgHD^mzft^sc tm s p 

550481 6, 5353351, 5 4 7 5 7 5 7RD* 
5 3 8 1 4 8 0K^e>ftT*59, HHg^fcfctr? £ t 
#USP5479514 fC^BtlTVSo 

coo 1 7] ayva.-zzMmftic&m-rzrctb^ 

~>XxA (OS) tfm^tlT^Z> 0 rt—Vlrfruyid 

xAa^t-ysa. #x^ga, fa^xm 

(Kernel) 

t, *0ffiO1J— l£X£«-5*^l'-7M >^7fA 

COO 1 8] LfrLfc)b<e>, v-T?a:/u-te>y+h7)t£;fr 
lfc±, ±fEffigfi£LT<$ffl£n5RAM«§©{gTi: 

£#©S&ff fcSHg-rs^b— x-r ~>XxAt«lfiE 

COO 1 9] CtD^&flE^Lfc^b-T^^S/X 
x Atttf^lz-x-r y^XxAg^tf^©^^^ 
* 5 /\— Kx X Z <D± * &X-^-X * £®f § fci6, 

(ix-^^^-rsx^-x^sA^tc^t), nye 

CO 0 2 0] z.<0&5i&mmti$V&%1tiblz.. gfr<D 
x*f V^S/Xx A{i*-*;l/*>^ffi<D^U- 
X-r >^->XfAOx5a 3 >RO*ilffiJSjii?:fT 

->X x A if tcflc^f 3 gp^T-fe 5 -9-7 

~>XxA(Sub system) tLT® «3Bfc^ a-K->i70 
fflS^lR-TSH A L (Hardware abstraction Layer), 

x^^a.~v>mm, m&fr®m, i/ommmm 

§©8#Wgp#£v-f Z o£-*;MMicro kernel) t 
U -9-^^X-f A^v^aA-jM/CDRmcS/XxAtr 
— fcTXAP I (Application Programming Interface)^: 

co 02 1] c<D£5iz-?zctic£9, mm%Lm&z 

CO 0 2 2] nytfa-^axX^ hy^S^tt/ 

nrv^ 0 ^<Dif£ s &4©gB£ji£-rsxywx 



-x-e >yi/x-rA^ffl?nrv^o 
co 02 3] a«©ci:i:tTfi*a*n*atiwita 

^fr^nSv^XxAlcxy^x-y raoe*®:/ 
n?7A£8EBf SdtlcJ:^ U 

CO 0 2 4] ^l/-T^ y^>XfAO^f Silt 

LTxr^a-u y^fjoji^jaa^c^x^ea^ 

ttt^ < ^ttrra^pfc l ^©^X^ML^b^ 1 
^>^;l/^X^75Si:. nP#K«&©*X*$!US£fT3 

x^©«f)^*^a^n5^x^»ctt#-r^v^^ 

XZttt. ©S$*i3*X^{c#c#L#^v/l/x*x 

CO 0 2 5] Cft^cDff, -»^;l/^X^73StiMPU 
ic l cxD^n-bX^fiJOST^cDya-tXA^T-rs^ 
T*MPU^ttLft^fe<OT*fe*3, /^'Jx^f-f 
7v;l/?-*x *#5£«M P U *P#$MW LTffi&©:/tHr 

■bxailff5ti&v>t©T'fe»). yjiyyf-f^ 
x * X ^^S{4*S«fffllBBn^|fT«t'©7 r n-fe X fc ffl »3 

fe^.o Lfc*<oT> 'JTyl/^-rA^yl/x^X^fi^U 

Co 02 6] 3>tri— ^(ciotts^x^gaa^^D 
^^r^^ifC^XxA^^oj^fitT'fe^ya-fe 

©T'a-tX'P^tti/XxAMif.^ftfii-rs-O^cDX 

CO 0 2 7] v;l/^^7.^ST*®a?n-5^^X^{i: 
ttfl^sMffi (Priority Spectrum)*^ D> -SSWtC{i3 

>I3f©*X*{i0-l 5SKlc^e>ns^x5'y^ 
^^X(Dynamic CI asses) tcE#£*l> S>J0 3&**fT-5 
^X^ttl 6-3 l&P£fc#t:r5>ft3y7;l/*-rA*7 
X(Real-Time Classes)lcE^?n5 0 *JDii*Jaai4 
*-fAX7WXi:i«ftfn*tJ9a*Rr««pH (M10 
ms) *mtiLtLT'nt>ftmn<DmO&frli. l OmsCO^^ 



(5) 



nmW- 1 1 -7 2 4 1 



[0 0 2 8] Bg^Sffi«-r-^3>x>^©^iE*iJffl^ 

0. M4<Dj5&tf&5&Bm^l'Z ha=.?X6 8 3 
•5§, p . 9 9 ~ 1 2 4 £ T jifr LJ ^l/f^f-f 
7Btft*<?5j (1 9 9 7/2/2 4. BgBPttflJ) 
tC^W{c^^nT*3 0s £fc|B|*§, p. 14 9-1 
6 2,<7*;l/*-.^:/^-ffe r«?j§frL££ASx 
— * • /Wf^>^Si (±) J Rt>*6 8 4^§, p . 1 5 
5-168, r«^*>L*5^5-r-^ • /N-ff-i- ^ 
^"SflS CF) J (IBM System Journal, vol.35, nos.3 & 
4(International Business Machines Corporation)^?) 

T«> E P 6 4 9 0 7 4lC&$^P)ftT^3o 
[0 0 2 9] 

[0030] ^mmTmrn-fSTisz^yT-yvgw 

^ <£>*OT « C Ox £ )l n >f Way n ^ 7 A tc <$; 

[0031] a— ifmmit. nmm^fuif^ht u > 

[0 0 3 2] £PUC, *ffi^Tii^F^^-y h7-^ 



[0 0 3 3] £fflm**v hl-irlc&OStffitZm-S 

tea, £fflmm%%<Dm m&zwt£rmzm#. Lfc*. 

3„ ^®1§^ a— Wtumt Lta- if©4M<D« 
[00 3 4] 

imrnm mftttm^xxmmmmmmzmwtZo 

*). #BW7-2 7 1 8 6 5^<D ^-^^-XMim 

So LfrUrtfpN ^{fffi«g©ttiO:&S7^*;l/ri 
yy It a— tf fflgHfc £ o Tfi^/SBg^tffTfr ti 

sfcfe. ^/SH§^osaaRri^©fc46t^ffl^ns 

[0035] c<D£?tt]Emf8t£%m?%rctbia^ 
xv^i/n yT-yvvm/n^wm&xs -memo's 
mm^^y^)V^yT-yy^Wfn^^=L~^\c 

[tfy^^yT-yymmzfu^hcofs-Y^s.T 

mtETi-ti^uE^aymmic^xx^vyy 

m<o^ : 7y7)Wu— o ^9ffl«-r^^;un y 
ryvwrnmrnzm-rz cticz-i Toi^y*^ 
yy- yy<D'm/w^mmRzf^m<D^m^mrs 

[0036] cv&or&mmmmx'&hztti'XT-h 

[0 0 3 7] a— *fm$&m<D£^.&Z>WZTiSZ?luy 



(6) 



1 1 -7 2 4 1 



%Wl/-f^y^>Xfi» (OS) 0B£fflg-p& 

[0 0 3 8] LfrU *-*;l/fcv>3H3£lH«fe:7*5?* 

tfsg^>X7Atfg%oT<^.5<fc 5 #H£lc85IWT»tt 

[0 0 3 9] fNcSftt&fcSlc, U7>l>*-f A*"<1/— 

f-4 >y^X7Art(Di/X7A<D*^AX7^XB#Sa<}: 
9 & l~2ffiJ^U7;I^^AX7^XB^TSiJ9&# 

[0 0 4 0] x^/I/ay-ryy^iEfiJffltttt^Sn 

xy^f-c 7735*#)v;l/7*X*tcJ; 9*J9& 

[0 0 4 1] jUfMSttSv^^X^-YAX^ 

#ffi"efrfeft*o g5t<E>U7;l/*-rAX7-rx« 
l/100O100/(sT'te o LfeffoT, <t^2ft 
ftf^^ayf^WlllI, S?*5^B7f 

3 IES ftfUffl Id&W&^z. % c i: * < SftMfiK®* 5 
^JEfJffliJ^mstife^Ktt, *£&5WifiJflI©5ii 

[0042] co<kd*K«*jii*wr«f f ^;i/=i^ 

fy7ta/n^7A[it^l/-f^ yy->X7A©# 
•txfc-fs,, 

[0 0 4 3] c©*MUck?K a^/UBf^tc^Sr^ 
[0 0 4 4] Bit, f^AayfyyBiynjr? 



<: fcjVe**^*-***- KT»frr*WlfflKEKecu 
tive)£, a— mWlft?5CttfT*ZZ3i-*f*:-}: 

A£(J5/X7A1r— tfXA P 1 (Application Programmi 
ng Interface) t J: oT-fy^— 7x-X2tlT:fc9, 
m- K^xTfc*— *;HW>IBK«H A L (Hardware ab 
straction Layer) J&Vr&l/tVSo 
[0 0 4 5] +r7~>X7A{;i, ffi©*^l^— r-r >^ % > 
XfA©x$ a U- -7 a ^RtfBfSSfiiB*ff 3*»»?-7 
~>X7ARlH?*i U 7 w -9-7^X7 A3F©«f 

x7A^7yy^-^3>yD^7A*>c,«fie?nT^ 

•So 

[0 0 4 6] WSaUcti, v-r^a*-^;l/(inicro ker 
nel)T£5flzSfEt^JIt8Bi=(virtual memory manage 
r\ *77*x^ hv^,- i/^r, LPC(Local Procedure 

CaiDttfc :/n-fexv*-$;-^ Wa'Jf-Ttit 
«fc«#W£girr*&£#-*;l/£7VX?R 

t>**>> hy-^hws^Atij^^ea-rs i /ommm 

m0/Q manager)^ £ e»t^t«±3S*^nfc7^^ 
;l/3 Vx^cDgS^rfT-p 7^^;l/n >7>^Ba^n 
*'7A. -r^^^7^^;l/3>7>^«a«l^(digital 
content manager)A*S§#3&3:ftT33?>, rV&fl/iy 

v^iie^osaax^^^nyx^^ga^^ i /o 

[0 0 4 7] H2fc;fr£n;fc©«\ :#Ma9KffiitiJ£n 
37^£;l/3>7:x7gg7X7Ac9flfi£0lJT*&So C 
©7> 7 ^;l/n 77> > >SS5/X7 A{C*5VT> a— +f t 

S^LTfrfrftSo coHfcfci^T, KiT"-*^- 
x, zit^^t^ayf-yy^m-ty^, 4«a— 9*r* 
SO, a— tf4i:7-^^-XiRr>*7^^;l/ay7y 
2 JiiyKHliHBiu&sv^jswriiottc A T 

[0 0 4 8] 7-£^-X i fctt7*^*;l/37777# 

ikT^Zji^yv-yytfizL--? 4ictfcmztiz> 0 
^-x i ttBt^fkxS/^^i/nyxyy^a^/SBg^-r 
§ fci&©S^fflHfM;RlffiBt^flM*f St^tiK 6 le <t 
97^*;l/377>7WS*7*2fci|SiU 7^^;1/ 

*UTa— »f 4lcgB)M-f3o f^Anyfyy 

mw*.y* 2figH7 , n^7A£^!£T^£ftfc*l&8 
T*a-if4JC3M«f§ 0 

[0049] «fflnwrt*tta— «f Attorn? z&mtc 
m^^tix^'f'j^^uyy-y^mmfu^uz 



(7) 



«fBB¥ 1 1 -7 2 4 1 



*?ZA/u yf yvwm-?n f^L.tmm LTVSCHft 

SBOAffi^SHLTfcS, a-iffcfcttS^Dfr 
£<DAtB2)-f &fc>^«# • ffi^ • Kltit^tf-^^^ 

>>2/i/3 yy-yvwm • mm • ffi&iStiZ£% fcttif 

- il ©gUtf ft &<^«k 3 ic «nfc«^T t»-r 

[0050] Kaya^5Atta— if 4 3waiffl-r*atB 
fc«ij o iitf c i t «k *) iaas&ft%frv\ a— »r mum 

■tiT^S C L1ifflL7u#7J*imm¥ 7-2 

7186 5^tw*nfc»e©«*K«AT, areata 
&3^fi03 (a) i^?nftHf^;i'3yfy7'\ 

<903 (b) t^$nfcRllim?SA^LcDffi46iA^ s £ 
(b) fcjjkZtlttsmW^mfr L<Drisf 

[0051] nc-emmvtvJtHg-t^^cmz, rfj^ji 
=iyy-yv<D, wmm, nmtmmm.^m*, nm 

[0052] a— ^m.\cpm.znx^7 !, y^)^y 
T-yvmm7u77A<DMttwmm?n77L.tfw,m 

^J:3E?hT^«. *©fc«>li:t4, r-7-^£ig 

yr-yy ! gm7u?7L>%ig$}-$*£5rctb(Dgimc-?z 
t>\ &%\,H*Ti?Z)\'3yf-yv 1 gm-7u7 ; 7i±*&m 

[0053] tiyD^A^f^^yfy 

[0 0 5 4] hV-ZZftLTft 5m#J]/XZ/7- 



S DN (Integrated System for Digital Network) 13^ 
fcflyrrStfctf^VV, CI© I SDN[I]$i:LT-flSl$ 

*£2i»fi#6 4KbpsT'&57 ? -*^*y*;l/tf 2^-v 
>*;k Df-^>iM/£iftfft3-r-2£jMjgfitf 1 6 
Kb P sT-fe5SiJffli^+ l f-v *) , 

-$?*y*frT°&£-$nz>t>\ D?*y*Mmmt< 
mi, Ti?$)tey7-yy<Dmic£<&W5-Z-?>c£ 

[0 0 5 5] ^JBHEHJa^ffiffl^-Sii^ttt^ 

7>p- KffltgA5 6 k b p s <DT~?fcmmm*n 

Mt&CttfT^ZADS L (asymmetric digital subs 
criber linemffittmmtZC £K£ K>. EMZfuf? 

[0 0 5 6] H4K*r©»» jfilfflfrBTrtSK^SnT 

I*Liffl¥g(cJ;ot (b) OJ:5k:*m«n*^r 
«£tt (a) ic^^n/i«k^{cM7 ? > f ^;l/P>x>^fc 

[0 0 5 7] i:<7)J;-Mc-fSi:i:lcJ; , 9, mib&JEmi 

(c) ic^^nfctd^ni^w^^L^mx, 
[0 0 5 8] "fiy^jv^yy-yy^mtDfciblcm^^ 

[0 0 5 9] T ? v ? ^;l/3>x> > y<D?iJfflA^^T^ft»n 
W7-2 7 1 8 6 5mc*.2tlTl>%>£ 

B&im%lcfit>ti%i)\ yy-yymm-ty 



(8) 



11-7241 



C0060] ctDnm&KD^iy^^yT-yyem-yx 

^3Bftc«:3-ifgB«#£g3*y*£g^£tu & 
^n^AKiSflJffltfffiO^tffTfetlTV^o L 

- U < & K> , 3. — "tflc J; 3 * -2U 

nyr-yy<Dmmtmnr^7t>n^m^T'$>^ri>. 3 
— tf tck z>mmttm®%icmm? z> n t tr s e 
[oo6i] 05t^nfc©(i, *M^*w^n 
5ri?*)i=iyTyvmmi/X7-i*<DtikcDnmm<Dm& 

T, x^2;t/3yx>yfOTtfffi©iSm$&K:£oT 
fTfrtl^o CltD0(Ct5V>T, l itt-r-^^-7., 12 
{ix^/bny^y^ga-trv^, l4&3-ifT& 
0. 3— *fi 4£x— ^-x lR^T^ibnyfy 
y®H:>*l 2{i^jgil{l|5i^feSt/Hi^[pittCA 

[0 0 6 2] "f—Z^—Ts 1 1 t(i-x->*^;l/3>T->^ 

Bg4f{fcx^#/l/3yryytf3-- tf 1 4izm.mtEti5<, 
fi>^)^ny7-y^mm^.y^ l 2 fiBg^ffcxv^lo 

^fflst^^^kL, sail 7x^tirdm*m 

*LT3— 9 s l 41cS2jM-TSo f^/l'nvfy 
ygg-fe;/* 1 2{ii£«3V>K^^l 9(cgS 
U Sfcim 9&^£ftfci£ffi3V>K£^-jgT^S 

nfcggg 1 8 T*n— »f 1 4 icasfflf 3 0 

[0 0 6 3] C<Dm& 1 8 l4SfeaS*il![^gt,HR«Tffe 

wissKarefcs catv 'r-y^mm^mxh 

[0 0 6 4] LOM37>Ktta- »f l 4*<ffiffl-T* 

7-yy<gm7v? ; 7L>icmmz-&, em • mm • mmtt 

[0 0 6 5] a— !^BEilicrtU*tiTv>«-r^;l'3y 

Ti^S c £ £x>>*;l/3 yfy^fl/n ^5 A^jgfj 
Stf *fc*<D*frlc-f 3*\ &3 Wix^**;l/3 y=fy 



3— tftc©M^n-57 ; v ? ^;l/3>'ry > y^fiJffl-r5Ji^ 
fcti, ^*nSxv ? ^/l/3y7 L y^tiiALT^3 

[0 0 6 6] f->'^;i/3 >f yyfi^a ^7 Atta- 

tf 1 4<D$gB©At±J7J*gSLT:}3'K 3— yfcfcttS 

tVza/* yr- yy^m-fu y^Lxc&i rmmz n, 

7 t ^)Vayr-y"ytm& • • teStsnsfcSrfctt 

SBg*f{t£ft3o SSO*«3— »ft *oT, c 

yvv>m- - mm • «3as3Wft>nTv«*c fcttx^i/ 

[0 0 6 7] C©<fc3^iEM©ffJffl*^Tt)tlTl/^<l 
t&&mLtcm.M-7ti77l±imffl¥7-2 7 1 8 6 5 

^t^^nfc»s©«^tf^K.T. E3 (b) ic^zn 
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PROBLEM TO BE SOLVED: To prevent an unjust use on a user side device in 
the protection of the copy-right of digital contents by operating a use monitoring 
program as a process with priority higher than a digital contents control program. 
SOLUTION: A data base 1 transfers ciphered digital contents to a user 4 through 
a network 3. Further, it transfers a cipher key for deciphering/ deciphering the 
ciphered digital contents to a digital contents control center 2. The control center 
2 ciphers the cipher key to transmit it to the user 4. Further, the control center 2 
transmits a monitoring program to the user 4. The digital contents control 
program incorporated in a device used by the user 4 controls the 
preservation/copy/transfer of the digital contents. The monitoring program 
interrupting into the control program detects that the preservation/copy/transfer 
being an irregular use are performed and embeds a visible electronic watermark 



in the original digital contents. 
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CLAIMS 
[Claim(s)] 

[Claim 1] the digital content managerial system which manages the digital 
content by which the copyright opinion was made — it is -- : — a digital content 
manager incorporates said digital content managerial system as a microkernel 
into the operating system of a user's equipment - having - **** -; » said digital 
content manager and the use supervisor to link transmit to said user equipment 
by broadcast — having — ; — said use supervisor supervises the use situation of 
said digital content as a process that interrupt priority is higher than said digital 
content manager. 

[Claim 2] The digital content managerial system according to claim 1 which 
embeds said user's information as a visible watermark at said digital content 
when unjust use is detected as said use situation. 

[Claim 3] The digital content managerial system according to claim 1 which 
embeds said user's information as an invisible watermark at said digital content 



when unjust use is detected as said use situation. 

[Claim 4] The digital content managerial system according to claim 1 which 
embeds said user's information as an invisible watermark at said digital content 
when preservation and a copy, and/or a transfer are ******(ed) as said use 
situation. 

[Claim 5] It is the digital content managerial system with which a public key 
management center delivers a public key to a user. The :aforementioned digital 
content managerial system Said public key is entered in a public key distribution 
screen, and is distributed by broadcast, and image information is attached to the; 
aforementioned public key distribution screen. The information of the owner of 
said public key to the; aforementioned image information as invisible digital 
watermarking If it is embedded, the; aforementioned user separates and uses 
said public key from said public key distribution screen and the; aforementioned 
user shows said public key management center said public key distribution 
screen, said public key management center will check a public key owner by 
said invisible digital watermarking. 

[Claim 6] The digital content managerial system according to claim 5 with which 
the electronic fingerprint of the information of the owner of said public key is 
used as information of the owner of said public key. 

[Claim 7] It is the digital content managerial system with which a public key 



management center delivers a public key to a user. The :aforementioned digital 
content managerial system Said user demands distribution of said public key of 
said public key management center, and the; aforementioned public key 
management center enters said public key in a public key distribution screen. 
Said user is supplied widely and image information is attached to the; 
aforementioned public key distribution screen. The information of the owner of 
said public key to the; aforementioned image information as invisible digital 
watermarking If it is embedded, the; aforementioned user separates and uses 
said public key from said public key distribution screen and the; aforementioned 
user shows said public key management center said public key distribution 
screen, said public key management center will check the owner of said public 
key by said invisible digital watermarking. 

[Claim 8] The digital content managerial system according to claim 7 with which 
it replaces with the information of the owner of said public key, and the electronic 
fingerprint of the information of the owner of said public key is used. 
[Claim 9] It is the digital content managerial system with which a public key 
management center delivers a public key to a user. The :aforementioned digital 
content managerial system Said user shows said public key management center 
said user's information. Require distribution of said public key and the; 
aforementioned public key management center enters said public key in a public 



key distribution screen. Supply said user widely, image information is attached to 
the; aforementioned public key distribution screen, said user's information is 
embedded as invisible digital watermarking at the; aforementioned image 
information, and the; aforementioned user separates said public key from said 
public key distribution screen. With the digital content enciphered using said 
public key If said public key distribution screen is transmitted to the owner of said 
public key and the owner of the; aforementioned public key shows said public 
key management center said public key distribution screen, said public key 
management center will check said user by said invisible digital watermarking. 
[Claim 10] The digital content managerial system according to claim 9 with which 
it replaces with said user and the electronic fingerprint of said user's information 
is used. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Application of the Invention] This invention relates to the system which performs 
management of a digital content especially copyright management of the digital 



content to which the copyright opinion was carried out, and security of a digital 

content. 

[0002] 

[Description of the Prior Art] The database system which uses mutually various 
kinds of data which each computer saved independently by connecting each 
computer by the communication line until now today when it is called the 
information age is spreading, coding information with little amount of information 
which can process the information which set to this database system and has 
been treated by until by classic computer - and it was monochrome binary data 
like facsimile information in ** and time at most, and amount of information like 
natural drawing and an animation could not be markedly alike, and was not able 
to deal with many data. 

[0003] By the way, while the digital processing technique of various electrical 
signals develops, development of a digital processing technique is 
conventionally furthered also for picture signals other than the binary data 
currently treated only as an analog signal. Since it becomes possible to treat a 
picture signal like a television signal by computer by digitization of this picture 
signal, the "multi-media system" which deals with the data of the various kinds 
which a computer treats, and the image data which digitized the picture signal to 
coincidence attracts attention as a future technique. 



[0004] Since quality deteriorated whenever the analog contents which have 
spread widely conventionally carry out preservation, a copy, processing, and a 
transfer, processing of the copyright produced according to these activities did 
not become a big problem. However, since quality degradation does not produce 
a digital content even if it repeats preservation, a copy, processing, and a 
transfer and performs them, processing of the copyright produced according to 
these activities is a big problem. Until now, there is no exact approach in 
copyright processing of a digital content, and it is the Copyright Act, or is 
processed by the contract, and the compensation to sound recording / image 
transcription device of a digital method is institutionalized also in the Copyright 
Act. 

[0005] the directions of a database are online via a communication line about the 
digital content used effectively and processed by it not only referring to the 
contents, but saving, copying and processing the usually obtained digital content 
— it is — it is even possible to transmit to others, or to transmit to a database 
using a suitable storage, further off-line, and to register as new data. Although 
only alphabetic data had been applicable in the conventional database system, 
in a multi-media system, in addition to data, such as an alphabetic character put 
in a database until now, the voice data and the image data which are originally 
analog contents are digital-content-ized, and let them be a database. 



[0006] In such a situation, although how the copyright of the digital content put in 
a database is dealt with poses a big problem, the copyright management tool for 
it and especially the copyright management tool completed about secondary use 
of a copy, processing, a transfer, etc. are not the place which is the former. In 
addition, although the digital content called software with an advertisement or 
freeware does not need dues in principle in use, copyright exists and may 
receive the limit on copyright depending on the method of use. 
[0007] In view of such a situation, it aimed this invention person at protecting the 
copyright of a digital content until now, and he has performed various proposals 
to until, this invention persons proposed the equipment for it for the system 
which performs copyright management by JP,6-132916,A by an authorization 
key coming to hand from a key management center through a public telegraph 
and telephone circuit by JP,6-46419,A and JP,6-141004,A. 
[0008] Moreover, in JP,7-271865,A and JP,8-185448,A, it proposed about the 
system which manages the copyright of a digital content. In these systems and 
equipment, those who wish viewing and listening of the enciphered program 
make a viewing-and-listening application to a management center via a 
communication line using a communication device, and a management center 
performs accounting and collects a tariff while it transmits an authorization key to 
this viewing-and-listening application. The receiving set into which the 



viewing-and-listening candidate who received the authorization key sent the 
authorization key into the receiving set with online or an off-line means, and the 
authorization key was sent cancels the code of the program enciphered with the 
authorization key. 

[0009] In order to manage copyright in the display (voice-ization is included) of 
the digital content in database system also including real-time transmission of 
digital image contents, preservation, a copy, processing, and a transfer, the 
program and copyright information for managing the copyright other than the key 
which permits use are used for the system indicated by JP,7-271865,A. This 
copyright manager manages by supervising so that use which applies or is 
contrary to the contents of authorization may not be performed. 
[0010] Moreover, this JP,7-271865,A is supplied from a database, where a 
digital content is enciphered, and it is decrypted by the copyright manager only 
at the time of a display and processing, and performing preservation, a copy, 
and a transfer in the condition of having been enciphered again is indicated. 
Furthermore, the copyright manager itself is enciphered, a copyright manager is 
decrypted with an authorization key, and when that the decrypted copyright 
manager performs a decryption and encryption of copyright data, preservation of 
data, and use other than a display are performed, adding copyright information 
including the information about an operator to original copyright information, and 



saving as hysteresis is also indicated. 

[0011] The deposition system of the decode / equipment for re-encryption, and 
the cryptographic key which have the gestalt of the board for performing 
copyright management in JP,8-287014,A to which this application relates, a 
PCMCIA card, or an IC card was proposed. Moreover, in this application, 
reference was made also about the television meeting of a copyright 
management method, and the application to electronic commerce. 
[0012] The system which performs protection of the original data copyright of the 
processing data which used two or more data in JP,8-272745,A, and processing 
data copyright by checking the justification of an application by the digital 
signature to a processing program combining a private key method and a public 
key system was proposed. 

[0013] In JP,8-288940,A, various gestalten for applying a copyright managerial 
system to a database, a video-on-demand (VOD) system, or electronic 
commerce were proposed. 

[0014] It set to JP,8-32901 1 ,A and the system which performs the protection of 
copyrights of the original data in the case of using and processing two or more 
data and new data using the third cryptographic key and copyright label was 
proposed. 

[0015] Management of data copyright is realized by performing a limit of 



encryption / decryption / re-encryption, and the contents of use by the copyright 
manager so that I may be understood from the data copyright managerial 
system and data copyright management equipment which this invention person 
who explained above has proposed. This code technique and a use limit are 
realized by using a computer. 

[0016] Furthermore, when exchanging confidential information via a network, 
informational encryption is performed for theft prevention. Preventing the 
information theft at the time of transmission by encryption is stated to USP 
5504818 and 5515441, using two or more cryptographic keys in that case is 
stated to USP 5504816, 5353351, 5475757, and 5381480, and performing 
re-encryption is stated to USP5479514. 

[0017] In order to use a computer efficiently, the operating system (OS) which 
generalizes actuation of the whole computer is used. The conventional operating 
system currently used with the personal computer etc. consisted of a kernel 
(Kernel) treating fundamental service called memory management, task 
management, interruption, and interprocess communication, and operating 
system service treating other services. 

[0018] However, with the improvement in capacity of a microprocessor, the 
situation change by the side of a computer called the fall of the RAM price used 
as main storage, and improvement in the military requirement from the user to a 



computer, also in the operating system which generalizes actuation of the whole 
computer, the improvement in functional was required and the scale of an 
operating system has got fat as compared with before. 

[0019] In order for the operating system itself to occupy the big tooth space of 
the hard disk which is the preservation location, the situation where the tooth 
space where the application program or data which a user needs is saved 
becomes needy, and the user-friendliness of a computer worsens generates 
such an enlarged operating system. 

[0020] The environmental subsystem with which the newest operating system 
performs the emulation of other operating systems, and screen drawing from a 
kernel in order to cope with such a situation, It removes as a subsystem (Sub 
system) which is the part which depends on a user for central subsystems, such 
as a security subsystem. HAL which absorbs the difference of hardware 
(Hardware abstraction Layer), Fundamental parts, such as a scheduling function, 
an interruption function, and an I/O function manager, are made into a 
microkernel (Micro kernel). System service API (Application Programming 
Interface) is made to intervene between a subsystem and a microkernel, and the 
operating system is constituted. 

[0021] While the expandability of the operating system by functional modification 
or addition improves by doing in this way, the transplantation corresponding to 



an application becomes easy. Moreover, it becomes easy to realize a distributed 
operating system by distributing to two or more computers which had the 
element of a microkernel connected by network. 

[0022] In addition to the personal computer represented by a desktop mold or 
the note type, the computer is used for computer-related peripherals, various 
control units, a transmitter, etc. In that case, unlike the general-purpose 
operating system for personal computers with which a man machine interface is 
thought as important as a specialized operating system for en BEDDEDDO 
(inclusion) which suits each equipment, the real time operating system with 
which the earliness of activation is thought as important is adopted. 
[0023] The development costs of the operating system of different dedication for 
every equipment incorporated as a matter of course are large. Therefore, 
recently, when diverting the general-purpose operating system for personal 
computers to some other purpose as a real time operating system for embeded 
(inclusion) one is proposed and it arranges the program of the proper for 
embeded one to the subsystem combined with a microkernel, obtaining the real 
time operating system for inclusion is performed. 

[0024] Task management, such as scheduling and interruption processing, 
occurs as a big function of an operating system. There are a single task method 
which roughly divides into an operating system and performs only one tasking to 



coincidence, and multitasking which performs two or more tasking to 
coincidence about task management, and multitasking is classified into 
multitasking depending on the task by which the change of a task is processed 
further, and multitasking independent of the task processed. 
[0025] Although MPU cannot be released until a single task method assigns one 
process to MPU and the process is completed in these, a 
non-preemptive-multitasking method can carry out time sharing of the MPU and 
it can assign multiple processes, unless the process under activation returns 
control to an operating system, other processes are not performed, and a 
preemptive multitasking method interrupts the process under activation with a 
certain time interval, and moves control to other processes compulsorily. 
Therefore, only in the case of a preemptive method, the multitasking of real time 
is possible. 

[0026] Task management in a computer is performed based on the process 
which is a unit with system resources, such as memory and a file, and 
management of a process is performed based on the thread which is the unit 
which assigns the CPU time which subdivided the process. In addition, a system 
resource will be shared in this case by all the threads within the same process, 
therefore one or more threads which share a system resource will exist in one 
process. 



[0027] There is priority (Priority Spectrum) in each task processed by 
multitasking, and, generally it is divided into the phase of 32. In this case, the 
usual task which does not interrupt is classified into the dynamic class (Dynamic 
Classes) divided into zero to 15 steps, and the task which interrupts is classified 
into the real-time class (Real-Time Classes) divided into 16 to 31 steps. 
Interruption processing is performed considering the time amount (usually 10ms) 
which is called a time slice and which can be interrupted as a unit, and the usual 
interruption is performed by the time slice for 10ms. In such a situation, although 
the time slice whose time amount which is called a real-time slice recently, and 
which can be interrupted is 100 microseconds was proposed, if this real-time 
slice is used, priority can be given over the conventional interruption for 10ms, 
and it can interrupt. 

[0028] Although a code technique is a means for making unjust use of data 
contents impossible, since there is no guarantee that the actuation is perfect, it 
cannot deny the possibility of unjust use completely. On the other hand, although 
a digital-watermarking technique cannot make unjust use impossible, when 
unjust use is discovered It is a means although it can decide that it is unjust use 
by verifying the contents of digital watermarking. Although there are various 
approaches, it is generally introduced to the Nikkei electronics No. 683 and 
p.99-124 "for "digital-watermarking" to keep multimedia age" (1997/2/24, Nikkei 



Business Publications Co. **). Moreover, No. 684 besides this number, 
p. 149-1 62, and the Walter vendor "the data hiding technique (above) supporting 
digital watermarking", p. 155-1 68, "the data hiding technique supporting digital 
watermarking (below)" () [ IBM System ] It is introduced also to reproduction from 
Journal, vol.35, and nos.3 &4 (International Business Machines Corporation). 
This digital-watermarking technique is stated also to EP649074. 
[0029] 

[Summary of the Invention] In this application, the system which delivers the 
public key used for management of the system and digital content which 
manage the digital content to which management, especially the copyright 
opinion of a digital content were carried out is proposed. 

[0030] In the digital content managerial system proposed with this application, 
unjust use of the digital content to which the copyright opinion was carried out 
using a network or data broadcasting is supervised. It includes in the operating 
system of user equipment by making a digital content manager into a 
microkernel, and use of the digital content to which the copyright opinion was 
carried out is managed by this digital content manager. 

[0031] User equipment is put under management of a use supervisor and the 
digital content manager to link, and a use supervisor operates as a process that 
interrupt priority is higher than a digital content manager. This use supervisor 



performs embedding of visible digital watermarking to a halt, warning, or the 
digital content of use, when unjust use of the digital content to which the 
copyright opinion was carried out is supervised and unjust use is performed. 
Moreover, in order to pursue a use situation also in normal use, it can replace 
with visible digital watermarking and invisible digital watermarking can be 
embedded. 

[0032] Furthermore, with this application, the system which distributes a public 
key by the network or broadcast is proposed. Although a public key is entered in 
a public key distribution screen and distributed, the image information where a 
public key owner's information was embedded as invisible digital watermarking 
is attached to the public key distribution screen. If a user shows a public key 
management center a public key distribution screen, a public key management 
center will check a public key owner's justification by invisible digital 
watermarking. 

[0033] When distributing a public key by the network, the justification of a public 
key or a user's justification can be checked by embedding the information of the 
user who charged a public key owner's information or public key as invisible 
digital watermarking, and checking embedded invisible digital watermarking. In 
that case, a check will become easy if the electronic fingerprint of a user's public 
key is used as a user's information. 



[0034] 

[Example] The example of the invention in this application is explained using a 
drawing. It is the biggest technical problem how unjust use with user side 
equipment is prevented in the protection of copyrights of a digital content, and 
decode / re-code, and a use limit are performed by the digital content manager 
for the purpose of this in the "database copyright management method" of 
JP,7-271865,A. since [ however, ], as for the digital content which is the object of 
protection of copyrights, decode / re-code is performed by user side equipment 
— processing of decode / re-code — and - therefore, it is hard to expect that 
management of the cryptographic key used is thoroughgoing, and a digital 
content may be unjustly saved, copied, transmitted and processed by cancelling 
a digital content manager. 

[0035] In order to restrict such unjust use, a user needs to take care not to 
change the digital content manager which performs decode / re-cipher 
processing of a digital content, and management of a cryptographic key, and, for 
that purpose, it is an approach with the most positive hardware(firmware )-izing 
of a digital content manager. For example, there is a configuration carried out as 
[ be / decode / re-cipher processing of a digital content, and management of a 
cryptographic key / possible ] only by using the digital content management 
equipment of dedication like the scramble decoder of the dedication currently 



used for descrambling of the program scrambled in current analog television 
broadcasting. 

[0036] Although such a configuration is trustworthy, when the system 
configuration lacks in flexibility and modification of user side equipment or a 
change of a digital content manager is made, it is serious that a user deals with 
these modification. 

[0037] Even if it is the case where modification of user side equipment or a 
change of a digital content manager is made, in order to cope with it flexibly, it is 
desirable for a digital content manager to be software, but an alteration may be 
performed when a digital content manager is an application program. Therefore, 
in order for a digital content manager to be software, it is necessary to include a 
digital content manager in the kernel which is the fixed area of the operating 
system (OS) with which a user cannot change. 

[0038] However, it is not realistic when a digital content manager is included in a 
fixed area called a kernel, and the digital content managerial system and the 
code system change with databases. 

[0039] When the use situation of a digital content with a copyright opinion be 
supervise and unjust use be discover , without affect the whole actuation by 
there be a thing in which interruption actuation be possible in a real time 
operating system by real-time slice time amount earlier figures double [ 1-] than 



the time slice time amount of the system in other operating systems also 
including a kernel field , and use this technique as state above , warning or the 
compulsive termination of use can be carry out . Next, how to reinforce a digital 
content manager using a real time operating system is explained. 
[0040] Since unjust use of a digital content is performed by [ of the decoded 
digital content ] unauthorized processing, unauthorized preservation, 
unauthorized-copying or unauthorized transmitting, the existence of unjust use is 
detectable with the existence of processing of a decryption digital content, 
preservation, a copy, or a transfer. Therefore, the process which supervises 
unjust use interrupts the process which a digital content manager is performing 
with a certain time interval, and interrupts by the multitasking of the preemptive 
method which supervises compulsorily. 

[0041] Usually, the multitasking time slice used is 10ms, and decode / re-code 
process is also performed by this time basis. On the other hand, the fastest 
real-time slice is 1/100 of 100 microseconds. Therefore, when the use situation 
of the existing digital content of a copyright opinion can be supervised and unjust 
use is discovered, without giving effect to the just use whose user is performing 
whether the decoded digital content has processed, saved, copied or uploaded 
by interrupting and supervising by the high monitor task of priority, warning or 
the compulsive termination of use can be carried out. 



[0042] The digital content manager which has such a monitoring function is 
included in the subsystem field which operates by not a kernel part but the user 
mode of an operating system, and a monitor process is made into the high 
process of priority. 

[0043] By this configuration, the monitor of the existence of use of the digital 
content in decode / re-code and the unjust use besides authorization can be 
performed that it is simultaneous and smoothly. 

[0044] The configuration of the operating system with which the digital content 
manager was included in drawing 1 is shown. This operating system consists of 
a subsystem which operates by the Management Department (Executive) which 
operates by the kernel mode which a user cannot operate, and the user mode 
which a user can operate, the Management Department and a subsystem have 
interfaced by system service API (Application Programming Interface), and HAL 
(Hardware abstraction Layer) intervenes between hardware and the kernel 
section. 

[0045] The subsystem consists of a central subsystem and application programs, 
such as an environmental subsystem which performs the emulation of other 
operating systems, and screen drawing, and a security subsystem. 
[0046] The virtual-memory-management function which is a microkernel (micro 
kernel) at the Management Department (virtual memory manager), An object 



manager, an LPC (Local Procedure Call) function, a process manager, and a 
security reference monitor, To the I/O function manager (I/O manager) which 
manages the I/O between the kernels, disks, and networks which are the most 
fundamental element The digital content manager which manages the digital 
content to which the copyright opinion was furthermore carried out, Namely, the 
digital content function manager (digital content manager) is incorporated. 
Management of the preservation which is an important part in management of a 
digital content, a copy, or a transfer is performed when a digital content function 
manager manages an I/O function manager. 

[0047] The example of the digital content managerial system with which the 
invention in this application is applied was shown in drawing 2 . In this digital 
content managerial system, the monitor of the digital content use situation by the 
user is performed through a network. In this drawing, as for a database and 2, 1 
is [ a digital content management center and 4 ] users, and the user 4, the 
database 1, and the digital content management center 2 are connected in the 
network 3 which is a public communication channel or a bidirection CATV circuit. 
[0048] The digital content is accumulated in the database 1 and an encryption 
digital content is transmitted to a user 4 via the path 5 shown with the broken line. 
A database 1 transmits the cryptographic key for decode for carrying out the 
decode / re-code of the encryption digital content, and the cryptographic key for 



re-codes to the digital content management center 2 according to a path 6, and 
the digital content management center 2 enciphers the cryptographic key for 
decode and the cryptographic key for re-codes which were transmitted, and it 
delivers it to a user 4 via the path shown with the broken line 7. Moreover, the 
digital content management center 2 transmits a supervisor to a user 4 in the 
path 8 shown as the continuous line. 

[0049] Although the contents of use authorization are managed by the digital 
content manager included in the equipment which a user 4 uses, possibility that 
use out of range which the digital content manager has managed will be 
performed by the malicious user cannot be denied completely. The digital 
content manager has managed I/O of a user's 4 equipment, and all I/O from the 
memory in a user, i.e., preservation, a copy, and a transfer, is managed by the 
digital content manager, and when a digital content is saved, copied and 
transmitted, they are re-enciphered. However, it is detected by the supervisor 
which interrupts a digital content manager that preservation, the copy, and the 
transfer of a digital content should be performed by the malicious user even 
when it can be made not to perform this management. 

[0050] Monitor actuation is performed by linking a supervisor with the digital 
content manager included in the equipment which a user 4 uses, and 
interrupting processing of a digital content manager. It supervises whether the 



user is performing use beyond the contents of use authorization. The supervisor 
which detected that the preservation, the copy, and the transfer which is such 
irregular use were performed is replaced with the display of warning shown in 
JP,7-271865,A. Embedding of visible digital watermarking shown in drawing 3 
(b) to the original digital content shown in the compulsive re-encryption or 
drawing 3 (a) by the cryptographic key in which a halt of decode processing and 
a user do not have a concern, or embedding to the digital content of invisible 
digital watermarking shown in drawing 4 (b) is performed. 

[0051] The contents of use authorization point out the preservation to simple use 
of a digital content, and built-in storage, the copy to an external medium, and the 
transfer to other users who go via a network here, in addition, being embedded 
as visible digital watermarking — discernment, such as a user's identifier, — an 
easy thing is suitable. 

[0052] The supervisor has collaborated during actuation of the digital content 
manager built in user equipment. If it has not collaborated with a supervisor, he 
is trying in other words for a digital content manager not to operate. For that 
purpose, if it makes for the supervisor to have started via a network into the 
conditions for starting a digital content manager or a digital content manager is 
started, he is trying to be automatically started in a supervisor via a network. 
When a user uses the digital content transmitted to a user via a network, it mixes 



in the digital content transmitted and a supervisor is also transmitted. 
[0053] In addition, a supervisor is united with a digital content manager, the 
monitor command which makes monitor actuation perform to a digital content 
manager is transmitted, and monitor actuation can be made to perform to a 
digital content manager. 

[0054] In the digital content managerial system performed through a network, in 
treating a digital content with much amount of information, such as image data, it 
uses an ISDN (Integrated System for Digital Network) circuit as a communication 
line in many cases. Although, as for a digital content, the control channel whose 
data transmission rates to which the DCH whose data transmission rates to 
which what is generally used as this ISDN circuit is called B channels are 
64Kbps(es) is called two channels and D channel are 16Kbps(es) is transmitted 
by the DCH of 1-2 channels as those with one channel, and a matter of course, 
D channel is not used in many cases, then - if it is made like [ performing the 
interruption monitor by the supervisor by this D channel ] — use of a digital 
content - completely — effect ****** - there are nothings and it becomes 
possible to perform the remote monitor of a use situation. 

[0055] Moreover, when using a public communication channel, the interruption 
monitor by the supervisor can be efficiently performed by using for download the 
ADSL (asymmetric digital subscriber line) technique in which the data 



transmission rate of a maximum of 56 Kbps is realizable. 

[0056] What is shown in drawing 4 is an example which embeds digital 
watermarking, even if it is the case of preservation, copy, and transfer of the 
normal contained in the contents of use authorization. Digital watermarking in 
this case is invisible digital watermarking detected by the digital-watermarking 
detection means as shown in (b), and when not based on a digital-watermarking 
detection means, as shown in (a), there is instead of [ no ] apparently with a 
original digital content, in addition, being embedded like the case of visible digital 
watermarking — discernment, such as a user's identifier, — an easy thing is 
suitable. 

[0057] By doing in this way, even if it is normal use in the beginning, when unjust 
use is performed later, the path of preservation, a copy, and a transfer can be 
checked. Moreover, even if it is the thing of normal, by repeating preservation, a 
copy, and a transfer, as shown in (c), invisible digital watermarking increases, 
and, as a result, the quality of a digital content deteriorates. According to such a 
thing, it is lost that preservation, a copy, and a transfer are repeated by infinity, 
and management of a digital content becomes easy. 

[0058] "Re-encryption" which is an element important for digital content 
management is the process that a burden is quite heavy for a user's equipment. 
Therefore, it is also effective in preventing unjust use of a digital content to 



embed digital watermarking as a short form. 

[0059] In charging the meter ring data whose digital content management center 
is a use track record by polling recovering later although accounting is performed 
easily if a user is made for a use authorization key to come to hand beforehand 
as shown in JP,7-271865,A when use of a digital content is performed for pay, it 
puts meter ring data under management of a user until polling is performed. 
Therefore, the alteration of meter ring data is performed by the malicious user, 
and it is possible that normal accounting is barred. 

[0060] When the user uses the digital content in the digital content managerial 
system of this example, user equipment is always connected to a management 
center, and the monitor of the use situation by the supervisor is performed. 
Therefore, by keeping meter ring data in the digital content management center 
in this monitor actuation, the need for polling is lost and the alteration of the 
meter ring data by the user can be prevented. Moreover, even if it is the case 
where use of a digital content is performed for nothing, the use situation by the 
user can be grasped easily. 

[0061] The block diagram of other examples of the digital content managerial 
system with which the invention in this application is applied was shown in 
drawing 5 . The monitor of a digital content use situation is performed by 
broadcast in this digital content managerial system. In this drawing, as for a 



database and 12, 11 is [ a digital content management center and 14 ] users, 
and the user 14, the database 1, and the digital content management center 12 
are connected in the network 13 which is a public communication channel or a 
bidirection CATV circuit. 

[0062] The digital content is accumulated in the database 1 1 and an encryption 
digital content is transmitted to a user 14 via the path 15 shown with the broken 
line. The digital content management center 12 enciphers the cryptographic key 
for decode for carrying out the decode / re-code of the encryption digital content, 
and the cryptographic key for re-codes, and delivers them to a user 14 via the 
path shown with the broken line 17. Moreover, the digital content management 
center 12 transmits a monitor command to a broadcasting station 19, and a 
broadcasting station 19 transmits the transmitted monitor command to a user 14 
in the path 18 shown as the continuous line. 

[0063] Although this path 18 has the most common broadcasting electric-wave, 
the CATV cable which is wire broadcasting is also available, and it is also 
possible to use a network when Internet broadcast is performed further. 
[0064] Invisible digital watermarking shown in visible digital watermarking which 
this monitor command interrupts the actuation which the digital content manager 
included in the equipment which a user 14 uses is performing, and the user 
made the digital content manager supervise whether use beyond the contents of 



use authorization is carried out, was made to suspend decode processing when 
preservation, a copy, and a transfer were performed, or was shown in drawing 3 , 
or drawing 4 is embedded to a digital content. 

[0065] The monitor command is performing interruption actuation during 
actuation of the digital content manager built in user equipment. If the broadcast 
wave it is broadcast that a monitor command is is not received, he is trying in 
other words for a digital content manager not to operate. For that purpose, if it 
makes to have received the monitor command via a broadcast wave into the 
conditions for starting a digital content manager or a digital content manager is 
started, the monitor command which goes via a broadcast wave automatically 
will be received. When a user uses the digital content transmitted to a user by 
data broadcasting etc., it mixes in the digital content transmitted and a monitor 
command is also transmitted. 

[0066] The digital content manager has managed I/O of a user's 14 equipment, 
and all I/O from the memory in a user, i.e., preservation, a copy, and a transfer, 
is managed by the digital content manager, and when a digital content is saved, 
copied and transmitted, they are re-enciphered. It is detected by the supervisor 
which interrupts a digital content manager that preservation, the copy, and the 
transfer of a digital content should be performed by the malicious user even 
when it can be made not to perform this management. 



[0067] The supervisor which detected that such irregular use was performed is 
replaced with the display of warning shown in JP,7-271865,A, and embedding of 
visible digital watermarking as shown in drawing 3 (b) is performed. Moreover, 
even if it is the case of preservation, copy, and transfer of the normal contained 
in the contents of use authorization, it is also possible to embed invisible digital 
watermarking which will not be detected without a digital-watermarking detection 
means as shown in drawing 4 (b) and (c). 

[0068] A user does not perform monitor actuation through these broadcasts or 
networks of a user's volition, but when using the digital content to which the 
copyright opinion was carried out, it is automatically carried out by the digital 
content manager. In order to ensure this actuation furthermore, when monitor 
actuation through broadcast or a network is not performed, it is made not to be 
carried out in actuation of the decode/encryption by the digital content manager. 
Moreover, when using the digital content to which the copyright opinion was 
carried out, it connects with the management center which transmits the 
reception or the supervisor of an electric wave which broadcasts a supervisor 
automatically. 

[0069] Next, the example which distributes a public key is explained. What has 
the large cryptographic key for which what has the large magnitude of the 
cryptographic key used by the private key (secret key) system called a common 



key (common key) system is used by the public key (public key) system to being 
about 100 bits exceeds 1000 bits. Since a public key system requires time and 
effort for encryption/decryption while safety is high, it is used for a data 
encryption with small sending of a private key, digital signature, and amount of 
authentication isochore, and encryption of a digital content is performed using a 
private key. in a public key system, a public key and an exclusive key (private 
key) are used, being put together — having — an exclusive key - the bottom of 
management of an owner - although he and others cannot know, the public key 
needs to be told to others on the purpose of use. 

[0070] Therefore, although there are few possibilities that a fake public key may 
be distributed if a public key can be directly received from an owner in that case 
although a public key is distributed to the public with various means, when that is 
not right, a fake public key may be received, the digital content managerial 
system which can look like [ business ] the truth of the public key distributed also 
in the indirect distribution approach of going via broadcast or a network, in the 
public key in this example, and can check it — so to speak, a key distribution 
network is proposed. 

[0071] The example of this invention of the digital content managerial system 
which distributes a public key to drawing 6 by broadcast is shown. In this digital 
content managerial system, since it is generally delivered widely, a public key 



can be used as a simple authentication method replaced with the PEM (Privacy 
Enhanced Mail) method adopted by the public key authentication method in 
electronic commerce etc. 

[0072] For a public key owner and 22, as for a broadcasting station and 24, in 
this drawing, a public key management center and 23 are [ 21 / a network and 
25 ] users. Broadcasting stations 23 are television or voice broadcasting stations, 
such as a terrestrial analog, a satellite analog, a CATV analog, terrestrial digital 
one, satellite digital, and CATV digital, and data broadcasting is performed by 
proper means, such as scanning-line multiplex (Vertical Blanking IntervahVBI), 
voice multiplex, and data mixing. In addition, the Internet broadcasting station is 
also available as this broadcasting station. A network 24 is a public 
communication channel or a bidirection CATV circuit, between the public key 
management center 22 and a user 25, it connects in the network 24 and a 
proper signal transduction medium connects between a broadcasting station 23 
and a user 25. 

[0073] thus, the public key which the public key owner 21 owns in the constituted 
digital content managerial system and a public key owner — it transmits to the 
public key management center 22 according to a path 26 by using a certain data 
proving being him as the data for public key owner discernment. As data for 
public key owner discernment used here, although information, such as a public 



key owner name, is used directly, the electronic fingerprint which reduced the 
information to 16 bytes of data by the MD5 hash algorithm can also be used. 
[0074] The public key management center prepares the public key distribution 
screen as shown in drawing 7 (a), and inserts a public key in a position. This 
screen is created using the HTML (Hyper Text Markup Language) format or the 
XML (extensible Markup Language) format so that the inserted public key can 
be used dissociating easily, and the image data is inserted in that part. 
[0075] In this image data, it is the public key owner's 21 data for discernment 
(OWNER'S ID). It is embedded as invisible digital watermarking. Although only 
the public key management center knows this invisible algorithm and invisible 
embedding location of digital watermarking, and the contents of digital 
watermarking can be known as the public key management center was shown in 
drawing 7 (b), when other persons see, it is a usual screen like drawing 7 (a), 
and the contents of digital watermarking cannot be known. 
[0076] If the advertisement is carried as this image screen, the cost which public 
key distribution takes can be covered by the charge of advertising printing. 
Moreover, into other parts, additional information, such as emergency 
intelligence and notice information, can be carried. Furthermore, a time stump 
may be added in order to manage preparing a shelf-life etc. Although it is optimal 
to use a photograph as this image data, when voice data is available, it is also 



possible to embed digital watermarking at the voice data used. 

[0077] A broadcasting station 23 broadcasts the public key distribution screen 

created by doing in this way according to the broadcast path 28. 

[0078] Although a user 25 receives the broadcast public key distribution screen, 

since digital watermarking embedded on the image screen of the public key 

distribution screen which the user 25 received is an invisible thing, a user 25 

cannot know the contents of digital watermarking. 

[0079] Although a user 25 separates a public key from the broadcast public key 
distribution screen and uses it for various electronic commerce, when it has 
misgiving in the truth of a public key, he transmits a public key distribution screen 
to the public key management center 22 according to the path 29 by the network 
24. 

[0080] The public key management center 22 verifies invisible digital 
watermarking embedded on the image screen of the transmitted public key 
distribution screen, and notifies a user 25 of it according to the path 30 by the 
network 24 about a public key owner's identification information detected as 
shown in drawing 7 (b). 

[0081] By doing in this way, when others have become completely, the ********** 
can be detected. In that case, verification becomes very simple when an 
electronic fingerprint is used as a public key owner's identification information. 



[0082] It is possible to use his photograph for an image screen by a public key 
owner's intention, in addition to an advertisement, as shown in a favorite screen 
as shown at drawing 7 (c), or drawing 7 (d). The charge of printing can be 
collected in these cases, and it can appropriate for broadcast costs. 
[0083] In addition, although it is made for invisible digital watermarking 
embedded in this example to have only the public key management center 
checked, a user can do only a check. In that case, a user can check an 
electronic fingerprint to a public key owner, using an electronic fingerprint as 
public key owner identification information. 

[0084] Other examples of this invention to which a public key is distributed by 
drawing 8 according to a demand of a user are explained. The digital content 
managerial system which distributes a public key by broadcast explained about 
drawing 6 is an effective system when distributing a public key mainly to many 
and unspecified users, such as electronic commerce. On the other hand, when 
sending individual mail, the partner who distributes a public key is a specific 
fraction in many cases, and does not need to distribute by broadcast. In the 
digital content managerial system shown in drawing 8 , since it is delivered 
according to an individual via a network, a public key can be used as a simple 
authentication method replaced with the PGP (Pretty Good Privacy) method 
adopted by the public key authentication method in an E-mail etc. 



[0085] For 31 , as for a public key management center and 33, in this drawing, a 
public key owner and 32 are [ a network and 34 ] users. A network 33 is a public 
communication channel or a bidirection CATV circuit, and between the public 
key owner 31 and a user 34 and between the public key management center 32 
and a user 34, it connects in the network 33 and connects with the proper means 
of signal transduction between the public key owner 31 and the public key 
management center 32. 

[0086] thus as the public key which the public key owner 31 owns in the 
constituted digital content managerial system, and the data for public key owner 
discernment — a public key owner - a certain data proving being him are 
transmitted to the public key management center 32 according to the path 35 
which goes via a network 33. 

[0087] The public key management center 32 embeds public key owner 
discernment data as invisible digital watermarking on the image screen of a 
public key distribution screen while inserting a public key in the position of the 
public key distribution screen shown in drawing 7 (a), and it returns them to the 
public key owner 31 according to a path 36. In addition, since the data for public 
key owner discernment and the public key distribution screen which are used 
also in this digital content managerial system are the same as that of the case of 
the digital content managerial system shown in drawing 6 , explanation here for 



the second time is omitted. 

[0088] The user 34 who is going to receive the public key owner's 31 public key 
requests distribution of a public key from the public key owner 31 according to a 
path 37 via a network 33, and the public key owner 31 transmits a public key 
distribution screen to a user 34 according to the path 38 which goes via a 
network 33 according to this request. 

[0089] A user 34 separates a public key from the transmitted public key 
distribution screen, enciphers an electronic mail using the separated public key, 
and transmits to the public key owner 31. The public key owner 31 decodes 
using the exclusive key which owns encrypted mail. 

[0090] When a user 34 has misgiving in the truth of the transmitted public key, 
the public key distribution screen transmitted according to the path 39 is 
transmitted to the public key management center 32. The public key 
management center 32 verifies invisible digital watermarking embedded on the 
image screen of the transmitted public key distribution screen, and notifies a 
user 34 of the result according to a path 40. By doing in this way, when others 
have become the public key owner 31 completely, the ********** can be detected. 
[0091] It can also constitute from this example although the public key owner 31 
has distributed the public key distribution screen to the user 34 directly, in 
addition so that the public key management center 32 may manage and 



distribute a public key distribution screen. 

[0092] The example of further others of this invention to which a public key is 
distributed by drawing 9 and drawing 10 according to a demand of a user is 
explained. The public key for electronic commerce is dealt with in this example. 
Although the public key owner is verified using digital watermarking in the 
example shown in the example shown in drawing 6 , and drawing 8 , a public key 
user is verified in the example shown in drawing 9 and drawing 10 . 
[0093] For 41, as for a public key management center and 43, in the digital 
content managerial system shown in drawing 9 , a public key owner and 42 are 
[ a network and 44 ] users. A network 43 is a public communication channel or a 
bidirection CATV circuit, and a network 43 connects respectively between a user 
44 and the public key management center 42 between the public key owner 41 
and the public key management center 42 between the public key owner 41 and 
a user 44. 

[0094] Thus, in the constituted digital content managerial system, first, the public 
key owner 41 transmits the public key to own to the public key management 
center 42 according to a path 45, and the public key management center 42 is 
keeping the transmitted public key. The user 44 who is going to perform actions, 
such as order, by electronic commerce to the public key owner 41 transmits a 
certain user-identification data proving a user's 44 identity to the public key 



management center 42 according to the path 46 which goes via a network 43. 
[0095] As shown in drawing 10 (b), the public key management center 42 
embeds a user's 44 discernment data as invisible digital watermarking on the 
image screen of a public key distribution screen, while inserting a public key in 
the predetermined public key insertion point of the public key distribution screen 
shown in drawing 10 (a), and it transmits them to a user 44 according to the path 
47 which goes via a network 43. 

[0096] Although it is also possible to use information, such as a user name, 
directly as data for user identifications used here, the electronic fingerprint which 
reduced the information to 16 bytes of data by the MD5 hash algorithm can be 
used. 

[0097] The public key distribution screen is created using the HTML format or 
the XML format so that the inserted public key can be separated easily, and the 
image data is inserted in the part. In this image data, it is a user's 44 discernment 
data (USER'S ID). It is embedded as invisible digital watermarking. Although 
only the public key management center knows this invisible algorithm and 
invisible embedding location of digital watermarking, and the contents can be 
known like to drawing 10 (b) when a public key management center checks, 
when other persons see, it is a usual screen like drawing 10 (a), and the 
contents of digital watermarking cannot be known. 



[0098] This image screen can cover the cost which public key distribution takes 
by the advertising rate, if it is made the advertisement. Moreover, into other parts, 
additional information, such as emergency intelligence and notice information, 
can be carried. Furthermore, a time stump may be added in order to manage 
preparing a shelf-life etc. Although it is optimal to use a photograph as for this 
image data, when voice data is available, it is also possible to embed digital 
watermarking at the voice data used. 

[0099] A user 44 separates a public key from the transmitted public key 
distribution screen, and using the separated public key, it enciphers and he 
transmits a purchase order to the public key owner 41 with the transmitted public 
key distribution screen. The public key owner 41 decodes using the exclusive 
key which owns an encryption purchase order, and performs order-received 
business. 

[0100] When the public key owner 41 has misgiving in the truth of a purchaser, 
the public key distribution screen transmitted according to the path 48 which 
goes via a network 43 is transmitted to the public key management center 42. 
The public key management center 42 verifies invisible digital watermarking 
embedded on the image screen of the transmitted public key distribution screen, 
and notifies the public key owner 41 of the result according to a path 49. The 
********** can be detected when others have become the user 44 completely by 



doing in this way. 

[0101] It is possible to use his photograph for an image screen by a public key 
owner's intention, in addition to an advertisement, as shown in a favorite screen 
as shown at drawing 10 (c), or drawing 10 (d). The charge of printing can be 
collected in these cases, and it can appropriate for broadcast costs. 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] The configuration conceptual diagram of the operating system with a 
digital content function manager used by this invention. 

[Drawing 2] The block diagram of the digital data managerial system of this 
invention which performs the unjust use monitor of a digital content. 
[Drawing 3] The explanatory view of the state of control by the digital data 
managerial system of this invention. 

[Drawing 4] The explanatory view of other state of control by the digital data 
managerial system of this invention. 

[Drawing 5] The block diagram of other digital data managerial systems of this 
invention which performs the unjust use monitor of a digital content. 



[Drawing 6] The block diagram of the digital data managerial system of this 
invention which distributes the public key used in order to manage a digital 
content. 

[Drawing 7] The explanatory view of the approach of distributing the public key 
by the digital data managerial system of drawing 6 . 

[Drawing 8] The block diagram of other digital data managerial systems of this 
invention which distributes the public key used in order to manage a digital 
content. 

[Drawing 9] The block diagram of the digital data managerial system of further 
others of this invention which distributes the public key used in order to manage 
a digital content. 

[Drawing 10] The explanatory view of the approach of distributing the public key 
by the digital data managerial system of drawing 9 . 
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